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a b s t r a c t 

In order to solve the difficult issue of attribute revocation in the attribute based encryption scheme, 

a novel method of revoking attributes through ciphertext puncturation is proposed. In this method, a 

ciphertext puncturation algorithm is designed and the “NOT” operator’s ability to negate attributes in 

the non-monotonic access policy is utilized to revoke attributes. First, a non-monotonic access policy is 

constructed from the attributes revocation list. Then the ciphertext is punctured with this policy using the 

re-randomization technique. Finally, double policies exist in the ciphertext to implement access control. 

Without any interaction for private key update, the private key including any revoked attributes directly 

loses its decryption ability due to the puncturation of the ciphertext with the non-monotonic access 

policy containing revoked attributes. After puncturation, the ciphertext gets forward secrecy and attribute 

revocation is achieved. Theoretic analysis indicates that the proposed scheme maintains the security level 

of the attribute based encryption scheme with non-monotonic access policy and effectively completes 

attributes revocation. 

© 2019 Elsevier Ltd. All rights reserved. 
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. Introduction 

Attribute-based Encryption (ABE) is regarded as one of the most

uitable technologies for secure data access control in cloud stor-

ge systems [1,2] . It allows data owners to define access policies

nd encrypt the data under these policies. Only users whose at-

ributes satisfying these access policies can decrypt the data ci-

hertext. The mechanism of attribute based encryption greatly

nriches the flexibility of encryption policies and the descriptive-

ess of user access privileges [3–5] . The encryption model is ex-

ended from one-to-one pattern into one-to-many pattern. In an

ccess control system implemented using attribute based encryp-

ion, attributes revocation should be considered for the ever chang-

ng user privilege. Attribute revocation is a challenging issue in

ttribute based encryption schemes since a ciphertext maybe de-

rypted by several users and each attribute maybe shared by mul-

iple users [6] . A large number of ABE schemes with attribute

evocation had been proposed. These schemes can be divided

nto three kinds according to the attribute revocation mechanism:

chemes using proxy re-encryption, schemes where attribute re-
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ocation information is embedded into ciphertext during encryp-

ion and schemes where decryption process is divided between the

loud and the user. 

In the first kind of scheme, the cloud re-encrypted the cipher-

ext utilizing keys given by the data owner and changed access

olicies in the ciphertext to revoke attributes. Ref. [6] proposed

 revocable attribute based encryption scheme using proxy re-

ncryption. It is needed to update private keys not affected by re-

oked attributes. Ref. [7] proposed a scheme to update user’s at-

ributes by the cloud. The cloud re-encrypted the ciphertext and

enerated new private keys to users whose attributes had been up-

ated by the cloud. Ref. [8] updated the ciphertext through proxy

e-encryption and then revoked users cannot decrypt the cipher-

ext in the cloud. Ref. [9] and [10] also proposed similar schemes

sing proxy re-encryption to revoke attributes. In recently pro-

osed schemes using proxy re-encryption, decryption process is

ivided into two parts. Only with the help of the cloud, can the

ser decrypt the ciphertext. Ref. [11] proposed a revocable scheme.

n this scheme, the data owner sent the ciphertext to the cloud

nd the cloud re-encrypted the ciphertext according to authenti-

ated valid users. Then the cloud deleted revoked users from the

alid user list. The cloud sent partially decrypted ciphertext to

he user and only non-revoked users can decrypt the ciphertext.

ef. [11] only supported user revocation not attribute revocation.

https://doi.org/10.1016/j.jisa.2019.06.011
http://www.ScienceDirect.com
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Ref. [12] let the cloud use proxy re-encryption key being specially

manipulated to reduce trust on the cloud. Schemes based on proxy

re-encryption has good flexibility in changing ciphertext policy.

With the help of the cloud, workload for the user side to finish

attribute revocation can be greatly reduced. But attribute revoca-

tion schemes using such method involve using transformation key

to conduct proxy re-encryption. This will increase a large mount

of key management workload for the cloud. It is also needed to

interact with users to update private keys. 

In the second kind of revocation scheme, attribute revocation

list information was used during encryption to finish attribute re-

vocation. The encryptor were required to get revocation list infor-

mation and embed them into the ciphertext. Then when a user

appeared in the revocation list, he couldn’t decrypt the ciphertext

even if his attribute set satisfied the policy in the ciphertext. There

is no need to update user’s private key. Ref. [13] proposed such a

scheme by using broadcast encryption to distribute revocation list

information. Ref. [14] proposed a similar key-policy attribute based

encryption. The difference is that [14] only needed the encryptor

to know identities of revoked users. Ref. [15] proposed a revoca-

ble ciphertext-policy attribute based encryption where the encryp-

tor only needed to know the identities of the revoked users but

the security model is relatively weak. Ref. [16] proposed another

revocable CP-ABE scheme using similar approach. Ref. [17] pro-

posed a KP-ABE construction with similar approach using multi-

linear maps. Ref. [18] proposed a CP-ABE construction. Again they

employed similar approach but using matrix representation for

users. Ref. [19] proposed another ABE scheme that supported revo-

cability with this approach. This time, they used subset difference

technique to achieve the purpose. Ref. [20] proposed a revocable

ABE scheme using this approach. They used expire date of private

key to reduce the length of revoked user list and then reduced the

ciphertext length. Ref. [21] introduced user revocation centre (URC)

in the revocable ABE scheme, and outsourced the revocation tasks

to URC. Users need not to master the latest revocation list for en-

crypting, and need not to pay any additional computing for revoca-

tion. URC could update the ciphertext for users. ABE schemes with

attribute revocation based on this approach have no need to up-

date private keys of revoked users. But revoked users can decrypt

the ciphertext generated before revocation. So schemes using this

approach do not achieve ciphertext forward secrecy. In addition,

these schemes only support user level revocation and don’t sup-

port attribute revocation. 

In the third kind of scheme, user’s decryption capability was

divided into two parts controlled by the cloud and the user sepa-

rately. Ref. [22] and [23] proposed revocable ABE schemes based

on decryption splitting independently. In their schemes, the de-

cryption was split into two parts. A complete decryption requires

both parts. User revocation is achieved by instructing the cloud

server not to offer the needed assistance to the user. Ref. [24] used

similar approach. They further reduced the trust on cloud but the

risk of collusion between the cloud and users increased. In such

schemes, there was no need to update user’s private key, but the

ciphertext didn’t get updated, so these schemes lack ciphertext for-

ward secrecy and they only achieve user level revocation. This kind

of scheme didn’t use proxy re-encryption while the first kind of

scheme which also employed decryption division used proxy re-

encryption techniques to achieve revocation. 

From the analysis above, it can be found that existing revo-

cable ABE schemes can flexibly change ciphertext access policy

and achieve different level of revocation. With the assistance of

the cloud, a large mount of revocation workload for users can be

reduced. But in some special applications, where ciphertext for-

ward secrecy and zero interaction for private key update are re-

quired when revoking attributes, there is no proper revocable ABE

schemes available. In order to solve this issue, a novel scheme
s proposed based on a ciphertext-policy ABE supporting non-

onotonic access policy. In this scheme, attribute revocation list

s transformed into a non-monotonic access policy. Then the non-

onotonic policy is inserted into the ciphertext to merge with ex-

sting policy using public information and re-randomization tech-

ique. Finally, there are double access policies in the ciphertext to

mplement access control. Attributes revocation is achieved by uti-

izing the ability of negating attributes of the “NOT” operator in

he non-monotonic access policy in the ciphertext. 

. Related works 

The proposed scheme is based on a non-monotonic ciphertext-

olicy ABE scheme in [25] . Ref. [26] proposed a non-monotonic

ey-policy ABE scheme for the first time. The key idea in [26] was

 method which could transform a non-monotonic access policy

nto a monotonic one and this method is called OST method. The

asic concepts in the OST method is defined as follows: 

For any non-monotonic access policy P , the attributes which

ay appear in the policy form a set called S , each attribute in S is

rdinary and called positive attribute. We can find a correspond-

ng monotonic access policy P ′ where the appeared attributes form

 set called M ( S ). Any attribute in M ( S ) maybe negative as x ′ corre-

ponding to attribute described by the operator “NOT” or positive

enoted as x corresponding to attribute described by other oper-

tors. All the attributes that may appear in all kinds of policies

orms a set called Z . 

The transformation process in the OST method is defined as fol-

ows: 

(1) given a non-monotonic access policy P , finding an attribute

set S which can satisfy policy P and every attribute in set S

is positive. 

(2) computing the extended attribute set M ( S ). For every at-

tribute in the set S , it is added into the extended set M ( S ). 

(3) For every attribute in the whole attribute set Z , if it is not in

set S , then it is changed into a negative attribute and added

into the set M ( S ). 

(4) after completing the construction of set M ( S ), a monotonic

access policy P ′ can be found which is satisfied by the set

M ( S ). So we can transform the non-monotonic access policy

P into a monotonic one P ′ . 

The set M ( S ) consists of attributes from the set S and negative

ttributes transformed from attributes which are not in S but in Z .

o the set M ( S ) is computed as: M(S) = S 
⋃ { x ′ | x ∈ (Z/S) } . 

Although [26] proposed the first non-monotonic ABE scheme,

t only supported key-policy ABE scheme and is not efficient.

ef. [25] proposed an efficient ciphertext-policy ABE scheme sup-

orting non-monotonic access structure which was called Yamada

cheme. Compared with the scheme in [26] , the Yamada scheme

mproved efficiency and policy expressiveness and supported fully

nbounded size of attribute sets and access policies. The master

ublic key of this scheme consisted of only constant number of

roup elements. The Yamada scheme consisted of four algorithms

s follows: 

etup( λ). The setup algorithm chooses bilinear groups ( G , G T )

f prime order p > 2 λ, and picks g 
s ← G , b, α

s ← Z p and chooses

, U, V, W 

s ← G , then it sets V ′ = U 

b . Finally, the setup algorithm

utputs the master public key mpk = ( g, H, U, V, V 

′ , W, e ( g, g ) α)

nd the master secret key msk = ( α, b ). 

eyGen(msk ,mpk , ω). The KeyGen algorithm generates a private key

or a user with the attribute set ω = { ω 1 , ω 2 , . . . , ω k } ⊂ Z p . The

lgorithm first chooses r, r 1 , r 2 , . . . , r k 
s ← Z p and random values
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Fig. 1. The OST method. 
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′ 
1 
, . . . , r ′ 

k 
∈ Z p such that r ′ 

1 
+ r ′ 

2 
+ . . . + r ′ 

k 
= r. Then it computes the

rivate key as: 

K ω = 

(
D 1 = g αW 

r , D 2 = g r , 

{
K i, 1 = V −r (U 

ω i H) r i , K i, 2 = g r i 

K ′ 
i, 1 

= (U 

bω i H 

b ) r 
′ 
i , K ′ 

i, 2 
= g br ′ 

i 

}
i ∈ [ k ] 

)

ncrypt(mpk,M, ̃  A ). The Encrypt algorithm needs the master public

ey mpk , a message M ∈ G T and a non-monotonic access structure
˜ 
 . The algorithm then converts the non-monotonic access structure

˜ 
 to a monotonic one A over an attribute set P which composed

f negated attributes and non negated attributes according to the

ethod in [26] . Next, the algorithm constructs a linear secret shar-

ng scheme ( L, π ) where L is a � × m access matrix and π is a

hare assignment function which assigns share to corresponding

ttribute. Then it picks a random vector S = (s, s 2 , . . . , s m 

) 
s ← Z 

m 

p 

nd computes share of s for π ( i ) by λi = 〈 L i · s 〉 for i = 1 , . . . , � . Fi-

ally, the algorithm chooses a random value t i = 

s ← Z p and com-

ute the ciphertext as the follows: 

C 0 = M · e (g, g) α·s , 

 1 = g s . 

{
C i, 1 = W 

λi V 

t i , C i, 2 = (U 

x i H) −t i , C i, 3 = g t i π(i ) = x i 
C i, 1 = W 

λi V 

′ t i , C i, 2 = (U 

x i H) −t i , C i, 3 = g t i π(i ) = x ′ 
i 

}
he final output is C = (C 0 , C 1 , { C i, 1 , C i, 2 , C i, 3 } i ∈ [ � ] ) . 
ecrypt(mpk, CT, sk ω ). The Decrypt algorithm is run by a user with

rivate key sk ω and ω is the attribute set belongs to this user.

he monotonic policy A embedded in the ciphertext CT is trans-

ormed from the non-monotonic policy ˜ A used in the encryption

lgorithm. Assume ˜ A is satisfied by the attribute set ω, so the

ser can decrypt the ciphertext. It is needed to transform the at-

ribute set ω into ω 

′ = N(ω) according the OST method in [26] . It

an be decided that the monotonic access policy A is satisfied by

he attribute set ω 

′ . Let I = { i | π(i ) ∈ ω 

′ } , the user can efficiently

ompute reconstruction coefficients { (i, μi ) } i ∈ I = Recon L,π (ω 

′ ) such

hat 
∑ 

i ∈ I μi λi = s . Next, the user parses the ciphertext CT as ( C 0 ,

 1 , { C i ,1 , C i ,2 , C i ,3 } i ∈ � ) and the user’s private key is 

k ω = (D 1 , D 2 , { K i, 1 , K i, 2 , K 

′ 
i, 1 , K 

′ 
i, 2 } i ∈ [ k ] ) . 

hen the user can compute e (g, g) r·λi for each i ∈ I as follows: 

 

e (C i, 1 , D 2 ) · e (C i, 2 , K τ, 2 ) · e (C i, 3 , K τ, 1 ) → e (g, W ) r·λi π(i ) = x i 

e (C i, 1 , D 2 ) ·
∏ 

j∈ [ k ] (e (C i, 3 , K 
′ 
j, 1 

) · e (C i, 2 , K 
′ 
j, 2 

)) 
1 

x i −w j → e (g, W ) r·λi π(i ) = x ′ 
i 

}

here τ is the index of such that ω τ = x i . Such τ exists if i ∈ I and

( i ) is a non-primed attribute. Next, the user computes 

 (C 1 , D 1 ) ·
∏ 

i ∈ I 
(e (g, W ) rλi ) −μi 

= e (g s , g α ) e (g, W ) sr e (g, W ) −r�i ∈ I μi λi 

= e (g, g) α·s 

inally, the user can recover the message M = C 0 /e (g, g) αs 

The Yamada scheme can revoke attribute’s access privilege

hrough non-monotonic access policy during encryption. The en-

ryptor can design a non-monotonic access policy which use “NOT”

perator to describe revoked attributes. Users having such revoked

ttributes cannot decrypt the ciphertext. But this application re-

uire attribute revocation information during encryption. In a large

umber of secure data sharing scenarios, attribute revocation infor-

ation is released after ciphertext generation. The ciphertext pol-

cy is fixed and cannot be changed after generation. So the simple

pplication of Yamada scheme cannot achieve dynamic attributes

evocation. 

An attributes revocation scheme including a ciphertext punc-

uration algorithm is designed to solve this issue. In this scheme,

 third party such as the cloud constructs a non-monotonic access
olicy from the attribute revocation list and insert it into the ci-

hertext using public information and re-randomization technique.

inally, there are double access policies implementing access con-

rol in the ciphertext. When a user’s private key consisting of any

evoked attribute, the user will lose decryption capability for the

iphertext directly. 

There are two schemes in [27,28] which were similar to this at-

ributes revocation scheme. In [27] , the revocable storage was first

roposed. A third party can modify the ciphertext and change the

ccess policy into a more restrictive one to revoke access privileges

f some users using public information. But this scheme needed

pdating private keys of non-revoked users and couldn’t be used

irectly to revoke attributes. In [28] , the third party can revoke

ome users’ access rights from current ciphertext using public in-

ormation. But this scheme was based on identity based broad-

ast encryption and could only support identity revocation not at-

ributes revocation. 

. System model and proposed scheme 

In the first part of this section, the system model of the pro-

osed scheme is given. The data owner encrypts the data with ABE

cheme [25] and send the ciphertext to the cloud for secure data

haring with other valid users. The cloud puncture the ciphertext

o revoke attribute’s privilege when receiving attribute revocation

equest. In the second part, the concrete ciphertext puncturation

cheme is given. 

.1. System model 

There are four roles in the system. The data owner (DO) owns

ata for share, encrypts data and sends the encrypted data to the

loud through public channel. The cloud authority center (CAC) is

n charge of the security transaction of the cloud. It’s main task

ncludes initializing cryptographic system in the cloud, issuing the

ain public key information, securely saving the main private key,

enerating and sending private keys for registered users through

ecure channel, issuing attribute revocation list (ARL). The cloud

ata management center (CDMC) is responsible for data storage

anagement. It can puncture ciphertext according to the attribute

evocation list issued by the CAC. The data user (DU) owns its at-

ribute set and private key generated by the CAC. The DU can ac-

ess the ciphertext stored by the CDMC. The system model is given

n Fig. 1 . 

.2. Attributes revocation scheme 

 System Initialization. The CAC in the cloud chooses a se-

urity parameter λ, calls the Yamada’s initialization algorithm

etup ( λ) → ( MPK, MSK ) to generate the main public key MPK and

rivate key MPK. The CAC publishes the main public key and se-

urely store the main private key ( Fig. 2 ). 
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Fig. 2. System model. 
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2 Private Key Distribution. The CAC authenticates the identity and

attribute set of the registered user. Then the CAC calls Yamada’s

private key generation algorithm KeyGen ( MPK, MSK, ω) → ( SK ω ) to

generate private key SK ω for the user and send the private key to

the user through secure channel. 

3 Data Sharing. The data owner sets access policy P according to

the need for sharing plaintext M . Then the data owner calls the

Yamada’s encryption algorithm Encrypt(mpk, M, ̃  P ) → CT to gener-

ate ciphertext CT and sends the ciphertext to the cloud for data

sharing. 

4 Data Access. When the registered data user needs to access the

ciphertext CT stored in the cloud, he calls the Yamada’s decryption

algorithm to get plaintext data M. Decrypt ( MPK, CT, sk ω ) → M 

5 Ciphertext Puncturation. The CAC decides which attribute should

be revoked according to security requirement and constructs at-

tribute revocation list. The CAC sends ARL to the CDMC. The

CDMC calls ciphertext puncturation algorithm CTPuncture ( CT, MPK,

ARL ) → CT ′ to generate new ciphertext CT ′ by puncturing the ci-

phertext with non-monotonic access policy from ARL. The CDMC

then deletes the old ciphertext CT . Once the private key of a user

contains any attribute in the ARL, this user will lose decryption

capability immediately. Attributes revocation is achieved without

updating user’s private key. The puncturation algorithm CTPunc-

ture ( CT, MPK, ARL ) → CT ′ is as follows: 

(1) Constructing a non-monotonic access policy from the pa-

rameter ARL. Supposing the attribute revocation list is ARL =
{ A, B, C} , the whole attribute set in the system is { A, B, C,

D, E, F, G }. Then the non-monotonic access policy is con-

structed as P = ¬ A ∧ ¬ B ∧ ¬ C. The attribute set S that satis-

fies the policy P can be set as S = { D, E, F , G } ã. 

(2) Changing the non-monotonic access policy P into a mono-

tonic access policy P ′ . According to the OST method,

the extended attribute set can be computed as M(S) =
{ D, E, F , G, A 

′ , B ′ , C ′ } which satisfies the monotonic access

policy P ′ . So the monotonic policy can be set as P ′ = A 

′ ∧
B ′ ∧ C ′ . In this policy, A 

′ , B ′ , C ′ are negative attributes in the

monotonic access policy representing attributes described by

“NOT” operator in the non-monotonic access policy. 

(3) Merging with existing policy in the ciphertext. The algo-

rithm first finds the access policy P CT accompanying with the

ciphertext and connects the policy P ′ with P CT using logic

operator ∧ to form a new access policy P new 

. Next, computes

the access matrix M corresponding to the policy P and
CT CT 
update the matrix M CT to get the matrix M new 

correspond-

ing to the policy P new 

according to the inserted policy P ′ .
Detailed process of matrix update can be found in [25] . If

there is a negative attribute X 

′ in the access policy P ′ and

there is a positive attribute X in the access policy P CT , then

the positive attribute X in the newly formed policy P new 

will

be deleted. 

(4) M 

′ is a � ′ · m matrix corresponding to a linear secret shar-

ing scheme ( L ′ , π ′ ). First, the algorithm chooses a random

vector S ′ = (s ′ , s ′ 2 , . . . , s ′ m 

) 
s ← Z 

m 

p and computes share of s ′ for

π ′ ( i ) by λ′ 
i 
= < L ′ 

i 
· s ′ > for i = 1 , . . . , � ′ . Since the matrix M 

′
is updated from matrix M , many λ′ 

i 
has corresponding value

λi except the newly added attributes and deleted conflicting

attributes. We use re-randomized techniques to reduce the

length of the updated ciphertext. So the final ciphertext is as

follows: As the third party, the CDMC can get public infor-

mation e ( g, g ) α , g to use. He first computes (e (g, g) α) s 
′ 

and

g s 
′ 
, then multiply them with C 0 and C 1 to get new values.

He also computes W 

λ′ 
i for all i ∈ [ � ′ ] 

C ′ 0 = M · e (g, g) α·(s + s ′ ) , C ′ 1 = g (s + s ′ ) . 

If the λ′ 
i 

and λi correspond to a same attribute, then W 

λ′ 
i 

will be multiplied with C i ,1 , and get C ′ 
i, 1 

. {
C ′ 

i, 1 
= W 

λi + λ′ 
i V 

t i , C ′ 
i, 2 

= (U 

x i H) −t i , C ′ 
i, 3 

= g t i π(i ) = x i 
C ′ 

i, 1 
= W 

λi + λ′ 
i V 

′ t i , C ′ 
i, 2 

= (U 

x i H) −t i , C ′ 
i, 3 

= g t i π(i ) = x ′ 
i 

}
If the λ′ 

i 
corresponds to the newly added attributes, then it

will choose random value t ′ 
i 

and computes C ′ 
i, 1 

, C ′ 
i, 2 

, C ′ 
i, 3 

inde-

pendently. {
C ′ 

i, 1 
= W 

λ′ 
i V 

t ′ 
i , C ′ 

i, 2 
= (U 

x i H) −t ′ 
i , C ′ 

i, 3 
= g t 

′ 
i π(i ) = x i 

C ′ 
i, 1 

= W 

λ′ 
i V 

′ t ′ 
i , C ′ 

i, 2 
= (U 

x i H) −t ′ 
i , C ′ 

i, 3 
= g t 

′ 
i π(i ) = x ′ 

i 

}
The final output is C = (C ′ 

0 
, C ′ 

1 
, { C ′ 

i, 1 
, C ′ 

i, 2 
, C ′ 

i, 3 
} i ∈ [ � ′ ] ) . 

 Accessing the ciphertext after puncturation. When the ciphertext

as punctured by the CDMC, the decryption process is different

nd can be divided into two subcases: 

(1) The decryptor’s attribute set ω does not have any revoked

attributes. So if the attribute set ω satisfies the original ac-

cess policy M , it certainly satisfies the newly punctured non-

monotonic access policy M 

′ . Then the decryptor can recover

two secrets s and s ′ and recover the message M according to

the decryption algorithm in the first case. 

(2) The decryptor’s attribute set ω contains some revoked at-

tributes. The decryptor may reconstruct the secret s , but the

set ω can not satisfy the non-monotonic access policy M 

′ ,
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and the decryptor can not reconstruct the secret s ′ . Finally,

the decryption fails due to having revoked attributes. 

. Security analysis 

In this section, the security model is given first. It captures the

ecurity aspects of the PABE scheme. Then the security proof of the

ABE scheme is given according to the security model. 

.1. Security model 

The security of a PABE scheme requires indistinguishability of

ncrypted message without a valid private key. Let CT be the orig-

nal ciphertext for access policy ˜ A and CT ′ be the ciphertext after

uncture for access policy ˜ A 

′ . The security requires that 

• The message in the ciphertext CT cannot be distinguished with-

out a private key whose attribute set satisfies the access policy
˜ A . 

• The message in the ciphertext CT ′ cannot be distinguished

without a private key whose attribute set satisfies the access

policy ˜ A 

′ . Most important, the adversary is allowed to have

a private key which has a revoked attribute. We define the

selective-attributes semantic security for the PABE system. We

use one security model to capture two different attacks. 

Init: The adversary A outputs a set of revoked attributes S ∗ =
 RA 

∗
1 , . . . , RA 

∗
s ∗} . The challenger runs Setup (1 λ) to obtain the master

ublic key mpk and gives it to the adversary A . Extraction Query I:

he adversary A adaptively issues key extraction query for any at-

ribute set ω under the restriction that ω ∧ S ∗ = φ. The challenger

uns KeyGen on ω and forwards the resulting private key to the

dversary. Challenge: Once A decides that Extraction Query I is

ver, it outputs two equal length plaintexts M 0 ; M 1 and a attribute

evocation set AR ∗. The only constraint is that any attribute in AR ∗

annot have the target attribute in S ∗. Let k be the number of at-

ribute in the set AR ∗; and S be the set of union of the set S ∗ and

R ∗. The challenger picks a bit b ∈ {0, 1} and generates the chal-

enge ciphertext CT ∗ as follows: 

T = Encrypt(MP K, M b , ˜ A ) ;CT ′ = CT P uncture (MP K, ARL, ˜ A ) 

he adversary A is then given the challenge ciphertext C T ∗ = C T 

hen ARL � = φ, otherwise it is given C T ∗ = C T ′ as the challenge ci-

hertext. Extraction Query II : The adversary A continues to issue

xtraction query, as in Extraction Query I. Guess: Finally, the ad-

ersary A outputs a guess b ′ ∈ {0, 1} and wins the game if b = b ′ .
he total number of extraction queries issued by the adversary

uring the game is denoted by t . We then define the advantage

f A in winning the above game as 

dv PABE (t, n, A ) = P r[ b = b ′ ] − 1 / 2 . 

he probability is over the random coins of A , the challenger and

ll probabilistic algorithms run by the challenger. 

efinition 1. A puncturable attribute based encryption scheme

ABE is ( t, n ) semantically secure if Adv PABE (t, n ) = negl(λ) for all

robabilistic polynomial time adversary A . 

.2. Security proof 

heorem 1. Suppose the n-Decisional Bilinear Diffie-Hellman Expo-

ent (n-DBDHE) assumption [25] holds. Then no PPT adversary can

reak the selective security of the PABE scheme with a challenge ma-

rix of size � × m where � , m ≤ n. 

Since the PABE scheme is an extension of the non-monotonic

P-ABE scheme in [25] , so the basic proof strategy is similar. The
ifference is that the PABE scheme needs simulating the ciphertext

uncture algorithm for revoking attributes. 

roof. We construct an algorithm B which receives difficult prob-

em instance of the n -DBDHE assumption and decides if T =
 (g, g) a 

n +1 s using the selective adversary A against the PABE

cheme. �

Init. At the start of the game, the adversary A declares chal-
enge policy ˜ A where ˜ A = NM(A 

∗) and A 

∗ is specified by ( L ∗, π ∗).
 

∗ is an � × m where � , m ≤ n . Rows of the matrix is divided into
wo sets: positi v e = { i | i ∈ [ � ] ∧ π ∗(i ) = x i } and negati v e = { i | i ∈ [ � ] ∧
∗(i ) = x ′ } . That is positive and negative is a set of indices that is

ssociated with non-negated and negated attribute. B chooses ran-

om values ˜ α, ̃  u , ̃  v , ̃  h 
s ← Z p and computes: 

g = g, H = g 
˜ h ·

∏ 

( j,k ) ∈ [ �,m ] 

(
g 

a k /b 2 
j 

)−π∗( j) L ∗
j,k 

, U = g ˜ u ·
∏ 

( j,k ) ∈ [ �,m ] 

(
g 

a k /b 2 
j 

)L ∗
j,k 

 = g a , V = g ˜ v ·
∏ 

( j,k ) ∈ positi v e ×[ m ] 

(
g 

a k /b j 

)L ∗
j,k 

, e (g, g) α = e (g, g) ˜ α · e (g a , g a 
n 
) , 

sets α = ˜ α + a n +1 , and sets b = 

∑ 

i ∈ negati v e b i , and computes: 

 

′ = 

( 

g ˜ u ·
∏ 

( j,k ) ∈ [ �,m ] 

(
g a 

k /b 2 
j 

)L ∗
j,k 

) 

∑ 

i ∈ negati v e b i 

= 

( ∏ 

i ∈ negati v e 

g b i 

) ˜ u 

·
∏ 

i, j,k ∈ negati v e ×[ �,m ] 

(
g a 

k b i /b 2 
j 

)L ∗
j,k 

= 

( ∏ 

i ∈ negati v e 

g b i 

) ˜ u 

·
∏ 

(i, j,k ) ∈ negati v e ×[ �,m ] ,i � = j 

(
g a 

k b i /b 2 
j 

)L ∗
j,k ·

∏ 

( j,k ) ∈ negati v e ×[ m ] 

(
g a 

k /b j 

)L ∗
j,k 

. 

hen B gives MPK = (g, H, U, V, V ′ , W, e (g, g) α ) to the adversary A . The value

f MPK computed as above is properly distributed. Extraction Query 1

nd 2 . When the adversary A queries private key for an attribute set ω =
 ω 1 , . . . , ω | ω| } , B answers as the following. The process in the two phases is

he same. Since ω / ∈ ˜ A ∗, so ω 

′ = N(ω) / ∈ A ∗. Therefore 1 = (1 , 0 , . . . , 0) does

ot lie in the row space of L ∗ω ′ , which is the sub-matrix of L ∗ formed by rows

orresponding to attributes in ω 

′ . Hence, there must exist an efficiently com-

utable vector z = (z 1 , . . . , z m ) ∈ Z m p such that < 1 , z > = 1 and L ω ′ · z T = 0 . B

hooses ˜ r 
s ← Z p and sets 

 = ˜ r − (z 1 a 
n + z 2 a 

n −1 + . . . + z m a 
n +1 −m ) 

= ˜ r −
∑ 

i ∈ [ m ] 
z i a 

n +1 −i . 

he value of r is properly distributed due to ˜ r . Then B can compute: 

 1 = g αW 

r = g a 
n +1 

g ˜ αg a ̃ r 
∏ 

i ∈ [ m ] 
g −z i a 

n +2 −i 

= g ˜ α(g a ) ˜ r 
m ∏ 

i =2 

(g a 
n +2 −i 

) −z i D 2 = g r = g ˜ r 
∏ 

i ∈ [ m ] 
(g a 

n +1 −i 

) −z i . 

ext, B computes K i, 1 , K i, 2 , K 
′ 
i, 1 

, K ′ 
i, 2 

, and gives private key 

K ω = (D 1 , D 2 , { K i, 1 , K i, 2 , K ′ i, 1 , K ′ i, 2 } i ∈ [ | ω| ] ) 

o the adversary A 

Challenge. Once the adversary A decides that one of the key

xtraction query phases is over, A gives a pair of plaintext message

 M 0 , M 1 ) to B . B ’s response to the adversary is divided into two

ases. 

Case 1: In this case, the attribute revocation list ARL is empty. B
ips a random coin β

s ← { 0 , 1 } and sets (C 0 , C 1 ) = (M β · e (g s , g ̃ α) ·
 , g s ) where T is the challenge term and g s is the correspond-

ng term of the assumption. Next, B chooses random values

˜  2 , . . . , ̃  s m 

s ← Z p and sets s = (s, sa + ̃  s 2 ) , sa 2 + ̃  s 3 , . . . , sa m −1 + ̃  s m 

. So

 is properly distributed due to { ̃ s i } m 

m =2 
. The share λτ is computed

s follows: 

τ = < L ∗τ , s > = 

∑ 

i ∈ [ m ] 

L ∗τ,i sa i −1 + 

∑ 

i =2 

L ∗τ,i ̃  s i = 

∑ 

i ∈ [ m ] 

L ∗τ,i sa i −1 + ̃

 λτ , 
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Table 1 

Advantage comparison. 

Revocation Level No Need for Transformation Key Ciphertext Forward Secrecy Zero Update for Private Key 

[6] Attribute No Yes No 

[12] Attribute No Yes No 

[13] User Yes No Yes 

[15] User Yes No Yes 

[22] User Yes No Yes 

PABE Attribute Yes Yes Yes 
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for τ ∈ [ � ] where ˜ λτ = 

m ∑ 

i =2 

L ∗τ,i ̃
 s i . B then sets t τ = −sb τ + ̃

 t τ and

computes ( C τ ,1 , C τ ,2 , C τ ,3 ) for each τ ∈ [ � ]. Finally, B gives the chal-

lenge ciphertext C = (C 0 , C 1 , C i, 1 , C i, 2 , C i, 3 i ∈ [ � ] ) t o A 

Case 2: In this case, the attribute revocation list ARL is not

empty. The simulation process is different from the first case. The

challenger’s action is like a real challenger and is called B 

∗. B 

∗

first run Encrypt(MPK,M, ̃  A ) to get ciphertext CT. It picks a random

vector S = (s, s 2 , . . . , s m 

) 
s ← Z 

m 

p and computes share of s for π ( i )

by λi = < L i · s > for i = 1 , . . . , � . It then chooses a random value

 i = 

s ← Z p and compute the ciphertext as the follows: 

C 0 = M · e (g, g) α·s , C 1 = g s . {
C i, 1 = W 

λi V 

t i , C i, 2 = (U 

x i H) −t i , C i, 3 = g t i π(i ) = x i 
C i, 1 = W 

λi V 

′ t i , C i, 2 = (U 

x i H) −t i , C i, 3 = g t i π(i ) = x ′ 
i 

}
B 

∗ gets the ciphertext as CT = (C 0 , C 1 , { C i, 1 , C i, 2 , C i, 3 } i ∈ [ � ] ) . Then

the challenger B 

∗ runs the algorithm CTPuncture ( CT, MPK, ARL )

to revoke attributes. It chooses a new random vector S ′ =
(s ′ , s ′ 

2 
, . . . , s ′ m 

) 
$ ← Z 

m 

p and computes shares of s ′ for π ′ ( i ) by λ′ 
i 
= <

L i · S ′ > for i = 1 , . . . , � ′ . The challenger B 

∗ can get public informa-

tion e ( g, g ) α , g to use. He first computes (e (g, g) α) s 
′ 

and g s 
′ 
, then

multiplies them with C 0 and C 1 to get new values. He also com-

putes W 

λ′ 
i for all i ∈ [ � ′ ] 

 

′ 
0 = M · e (g, g) α·(s + s ′ ) , C ′ 1 = g (s + s ′ ) . 

If the λ′ 
i 

and λi correspond to a same attribute, then W 

λ′ 
i will be

multiplied with C i ,1 , and get C ′ 
i, 1 

. {
C ′ 

i, 1 
= W 

λi + λ′ 
i V 

t i , C ′ 
i, 2 

= (U 

x i H) −t i , C ′ 
i, 3 

= g t i π(i ) = x i 
C ′ 

i, 1 
= W 

λi + λ′ 
i V 

′ t i , C ′ 
i, 2 

= (U 

x i H) −t i , C ′ 
i, 3 

= g t i π(i ) = x ′ 
i 

}
If the λ′ 

i 
corresponds to the newly added attributes, then it will

choose random value t ′ 
i 

and computes C ′ 
i, 1 

, C ′ 
i, 2 

, C ′ 
i, 3 

independently. {
C ′ 

i, 1 
= W 

λ′ 
i V 

t ′ 
i , C ′ 

i, 2 
= (U 

x i H) −t ′ 
i , C ′ 

i, 3 
= g t 

′ 
i π(i ) = x i 

C ′ 
i, 1 

= W 

λ′ 
i V 

′ t ′ 
i , C ′ 

i, 2 
= (U 

x i H) −t ′ 
i , C ′ 

i, 3 
= g t 

′ 
i π(i ) = x ′ 

i 

}
Finally, the challenger B 

∗ outputs the punctured ciphertext CT ′ to

the adversary A . C T ′ = (C ′ 
0 
, C ′ 

1 
, { C ′ 

i, 1 
, C ′ 

i, 2 
, C ′ 

i, 3 
} i ∈ [ � ′ ] ) . 

Guess. Finally, A outputs its guess β ′ for β . If β ′ = β, A out-

puts 1 for its guess. Otherwise, it outputs 0. In the first case, if

T = e (g, g) sa n +1 
, the simulated ciphertext is perfect and thus A has

non-negligible advantage. On the other hand, if T is a random ele-

ment in G T , A ’s advantage is 0. In the second case, the simulated

ciphertext returned by the challenger B 

∗ are actually the same as

the ciphertext returned by the challenger B in the first case when

T = e (g, g) sa n +1 
. Therefore, if A breaks the PABE scheme with non-

negligible advantage, B has a non-negligible advantage in breaking

the n -DBDHE assumption. 

5. Advantage analysis 

The proposed scheme PABE can be used in the cloud comput-

ing environment to build secure data access control system with
fficient attribute revocation. Compared with other ciphertext pol-

cy attribute based encryption schemes supporting attribute revo-

ation, it has three advantages: 

(1) No management of ciphertext transformation key. An autho-

rized third party such as the cloud can puncture the cipher-

text to revoke attributes using only public information and

does not need ciphertext transformation key. This make it

greatly different from revocable attribute based encryption

schemes based on proxy re-encryption schemes. 

(2) Achieving ciphertext forward secrecy. Private keys including

revoked attributes immediately lose the decryption capabil-

ity after the ciphertext puncturation. While in other revo-

cable ABE schemes by adding revocation list during encryp-

tion, revoked private keys can decrypt ciphertext generated

before revocation. 

(3) Zero interaction for private key update. The PABE scheme

needs not computing private key update information and

interacting with non-revoked users to update their private

keys because the ciphertext puncture directly revokes the

decryption capability of the revoked attributes. 

A detailed comparison between the PABE scheme and other

ost related schemes is given in Table 1 . 

. Conclusion 

In this paper, a puncturable attribute based encryption scheme

s proposed. It takes a novel way to revoke attributes by punc-

uring the ciphertext with non-monotonic access policy designed

rom attribute revocation list. When the non-monotonic access pol-

cy is inserted into the ciphertext and merged with the access

olicy in the ciphertext, any private key including revoked at-

ributes will lose decryption capability for the punctured cipher-

ext. This scheme has several advantages over traditional meth-

ds and is suitable for building flexible secure access control sys-

em in the cloud computing environment. ABE schemes supporting

on-monotonic access structure is the basis for the construction of

ABE scheme. So finding an efficient non-monotonic ABE scheme is

he future work and it will greatly improve the efficiency of PABE

cheme. 
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