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Abstract

Deep neural network (DNN) models are valuable intellectual property, and black-box ownership verification is needed
when they are copied, extracted, or post-processed. Existing fingerprints can identify source-related models but may not
explicitly separate them from independently trained benign models, leaving owners exposed to false-accusation risk. This
paper upgrades fingerprint evidence from a source-boundary transferability heuristic to an explicit ownership-separation
objective: we formulate fingerprint construction as a decision difference region (DDR) search problem and solve it with two
non-invasive variants—Fast variant for low-cost screening and Selected variant for higher-confidence offline filtering—giving
owners a tunable trade-off between construction cost and verification confidence. Evaluation spans CIFAR-10 and the German
Traffic Sign Recognition Benchmark (GTSRB), with CIFAR-100 and Tiny-ImageNet as stress tests, across diverse source
architectures, hard negatives, and extraction attacks. The results support tested verification while identifying its limits, giving

practitioners ownership evidence with an explicit account of where the separation holds and where it does not.

Keywords Model intellectual property protection - Deep neural networks - Model ownership verification -
Model fingerprinting - Black-box verification - Decision difference regions

1 Introduction

In recent years, deep neural network (DNN) models have
rapidly developed across computer vision, speech recogni-
tion, autonomous driving, intelligent healthcare, smartphone-
based activity recognition, federated sensor learning, and
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behavior time-series analysis [1-3]. Owners of these mod-
els can profit by providing trained-model predictions as
a service through APIs, such as Machine Learning-as-a-
Service (MLaaS). Training a high-performing model requires
substantial data preparation and computational resources,
making DNN models valuable business assets. However,
adversaries can acquire models with similar utility through
lower-cost model-stealing attacks. Protecting the intellectual
property (IP) of DNN models is therefore an important part
of Al model security.

Two common forensic techniques have been proposed
for DNN model ownership verification: model watermark-
ing and model fingerprinting. Model watermarking embeds
verification information into the source model before deploy-
ment and later checks whether this information is present in
the queried suspect model. This embedding can affect source-
model utility, and recent studies show that watermarking
may be vulnerable to removal attacks [4, 5]. Recent model-
ownership-resolution work further shows that false claims by
malicious accusers are a serious concern for both watermark-
ing and fingerprinting evidence [6]. Model fingerprinting
instead extracts a query set after training and deployment,
without modifying the source model. Ownership is then
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evaluated by the matching rate obtained when the fingerprint
queries are submitted to the suspect model.

Previous model fingerprinting methods [7-10] primar-
ily rely on adversarial examples, conferrable examples, or
source-oriented decision-boundary behavior. These ideas are
useful, but ownership verification requires a more specific
separation: a query should match models derived from the
protected source model while avoiding high responses on
independently trained or near-benign models. This distinc-
tion is especially important under model extraction, fine-
tuning, same-seed retraining, partial-transfer, or architecture-
related benign models, where a purely source-boundary or
transferability heuristic may increase false-accusation risk.

In this paper, we formulate model fingerprint construc-
tion as a decision difference region (DDR) search problem
for ownership verification. Figure 1 outlines the intuition
behind our approach. Instead of only looking for adversar-
ial samples that are close to the source model’s boundary,
we seek samples that expose a positive-negative ownership-
boundary gap: source-related positive models should predict
a target label consistently, whereas independently trained
negative models should not. DDR should therefore be under-
stood as a verification objective, not merely as an engineering
strategy that uses additional shadow models. The posi-
tive pool encourages robustness to source-derived model
changes, and the negative pool suppresses responses that
would also occur on benign models. Considering the bal-
ance between construction cost and verification confidence,
we propose two variants: Fast variant for low-cost screening
and Selected variant for offline high-confidence verification
through conferrability-based filtering.

Class A

&

-------- Negative Model

Source Model
————— Stolen Model Decision Difference Regions

Fig. 1 Intuition of decision difference region fingerprinting. A useful
fingerprint query lies in a region where source-related models preserve
the target-label behavior, while independently trained negative models
do not
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In summary, the main contributions are as follows:

e We formulate DNN model fingerprint construction as
a DDR search problem over source-related positive
models and independently trained benign negative mod-
els. This turns query selection into an explicit ownership-
boundary separation objective rather than only a source-
boundary transferability heuristic, giving the field a
formal optimization target that directly encodes false-
accusation avoidance.

e We propose two non-invasive query-construction vari-
ants. Fast variant is designed for low-cost screening,
while Selected variant performs offline high-confidence
filtering using a validation shadow pool. The source
model is not modified, and online verification only
requires black-box responses from the suspected model,
so owners can pick an operating point along a cost—
confidence spectrum without touching the deployed
model.

e We rebuild the experimental package with saved query
sets, target labels, per-model matching rates, JSON
summaries, runtime and candidate-count records, and
reproducibility snapshots, so that the reported evidence
is traceable and every reported number can be checked
independently.

e We expand the evaluation beyond the original CIFAR-
10 setting: GTSRB serves as a second primary dataset;
CIFAR-100 and Tiny-ImageNet are reported as bounded
complexity stress tests; VGG16, MobileNetV2, and
EfficientNetBO source pools test non-ResNet source
architectures; and a reconstructed 74-model CIFAR-10
benchmark is included, broadening the evidence base
from a single-dataset demonstration to a multi-dataset,
multi-backbone study.

e We add stress tests for reviewer-raised deployment and
ownership-boundary concerns, including hard negatives,
model fine-tuning, quantization, label-only and logit-
soft extraction, simulated API constraints, threshold
sensitivity on CIFAR-10, GTSRB, and EfficientNetBO-
source diagnostics, shadow-pool sensitivity, loss abla-
tions, query-seed repeats, and protocol-aware MetaFing-
er/ADV-TRA baseline comparisons, clarifying the con-
ditions under which fingerprint evidence remains reliable
and exposing its current limits.

Together, these contributions move DNN model fin-
gerprinting from boundary-transfer heuristics toward an
explicit, cost-aware, and transparently bounded ownership-
verification methodology: the proposed objective states what
a good fingerprint must separate, the two variants state
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how much confidence each construction budget buys, and
the expanded evaluation states where the resulting evidence
applies.

2 Related work
2.1 Model watermarking

Model watermarking embeds copyright verification informa-
tion into a DNN model and later verifies ownership through
white-box inspection or black-box queries. This embedding
can affect model usability because the source model itself
is modified. Uchida et al. [11] proposed a parameter-based
watermarking method that adds a regularization term to the
loss function to embed verification information into model
weights. This method requires white-box access for veri-
fication. In contrast, Adi et al. [12] and Zhang et al. [13]
developed query-set watermarking methods based on back-
door triggers. These approaches use unrelated trigger images
and require only black-box access during verification. Li et
al. [14] embedded external features as model watermarks and
evaluated the method under model extraction attacks. Guo et
al. [15] proposed domain watermarking, which constructs
watermark samples from a hard-to-generalize domain of the
original dataset.

2.2 Model fingerprinting

Model fingerprinting does not modify the source model.
Instead, the owner extracts a fingerprint query set from
the trained source model and verifies ownership by query-
ing a suspected model. Li et al. [16] used comparative
model cosine similarity to measure knowledge similarity
between suspected and source models. Papernot et al. [17]
showed that adversarial examples can transfer to models with
similar decision boundaries, motivating adversarial-query
fingerprints. Building on this idea, Cao et al. [7] proposed
IPGuard, which uses boundary adversarial examples as a
fingerprint query set for identifying DNN models. Lukas
et al. [9] introduced conferrable examples, which are con-
structed to transfer to stolen models while avoiding benign
independent models. Yang et al. [10] proposed META fin-
gerprinting, which adds noise to natural samples and uses
meta-training to fingerprint internal decision regions. Pan et
al. [18] proposed META-V, which employs a meta-classifier
for fingerprint verification across classification, regression,
and generative tasks. More recent work continues to refine
fingerprint-evidence design: NaturalFinger generates GAN-
based natural queries for decision-difference areas [19],
ADV-TRA uses adversarial trajectories to improve robust-
ness against decision-boundary changes [20], MarginFinger

controls fingerprint distance to the classification bound-
ary [21], robustness-fingerprint technology strengthens post-
processing tolerance [22], and FIT-Print targets false-claim-
resistant ownership verification through targeted finger-
prints [23].

These works show that decision-boundary behavior and
transferability are useful sources of fingerprint evidence.
Our method differs from prior work in its optimization
target: it explicitly maximizes separation between source-
derived positives and benign negatives, rather than only
exploiting source-boundary transferability. This design is
intended to reduce false-accusation risk under hard negatives
such as same-seed retraining, source-initialized benign mod-
els, partial-transfer benign models, and cross-architecture
benign models. We also distinguish local numerical wrap-
pers, official-protocol adaptations, and project-adapted pro-
tocol checks in the experiments, because these settings make
different assumptions and should not be conflated with
byte-for-byte reproductions of every original baseline envi-
ronment.

3 Method
3.1 Threat model

We consider a black-box ownership-verification setting with
two parties: a source model owner and a potential adversary.
The owner trains a DNN source model using legally con-
trolled data and may deploy the model as a local service or
through an APIL. During query construction, the owner has
white-box access to the protected source model and can train
local shadow models. During verification, the owner only
queries the suspected model and observes its returned labels
or scores; the suspected model’s parameters and training data
are not assumed to be available.

Positive suspected models are source-related models.
They may be produced by directly copying the source model,
by post-processing the source model, or by extracting the
source model through black-box queries. We consider fine-
tuning, pruning, weight perturbation, quantization, knowl-
edge distillation, label-only extraction, logit-soft extraction,
and data-free distillation. Negative suspected models are
benign models that are independently trained or otherwise
not derived from the protected source. To evaluate false-
accusation risk, we further include hard negatives such
as same-seed retraining, overlapping-data benign models,
cross-architecture benign models, source-initialized benign
models, and partial-transfer benign models.

The verification goal is to assign high matching rates to
source-related positives and low matching rates to benign
negatives. We do not claim a legal proof of ownership or
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zero false-accusation risk. Instead, we report empirical sep-
aration over explicit positive and negative model pools. We
also evaluate bounded API-style constraints, including query
budgets, response dropout, response truncation, label noise,
preprocessing, and adaptive filtering. These experiments are
controlled service validations and simulations; they should
not be interpreted as universal robustness against arbitrary
commercial APIs.

3.2 Fingerprint method framework

Our fingerprinting pipeline has two stages: generating the
shadow-model pool and generating fingerprint queries. As
illustrated in Fig. 2, the first stage trains a series of shadow
models, and the second stage uses these shadow models
to optimize images under the proposed loss. The resulting
query set identifies DDRs that separate source-derived or
post-processed models from negative models.

3.3 Model pool generation

In the model pool generation stage, we apply the aforemen-
tioned model modification and model extraction to the source
model to obtain a batch of shadow models, forming the posi-
tive model pool. Subsequently, we train models from scratch
using architectures identical to those in the positive model
pool, thereby creating a corresponding set of independently
trained models that constitute the negative model pool.

3.4 Decision difference region formalization

Let Fy denote the protected source model, P = {Fip | i =
1,...,mp} denote source-related positive shadow models,
and N = {FJ’.1 | j = 1,...,m,} denote benign negative
shadow models. For an input x, a perturbation §, and a target

label y;, we define the positive and negative target-response
rates as

mnp

— ZH [argmax F/(x +8) = y]. (D
i

Rp(x +4,y) =

mp

1
RN G +8,30) = — 3 I argmax F} (x +6) = ] . @)
n ]:1

A fingerprint query is desirable when it lies in a region
where the positive response is high and the negative response
is low. We therefore view DDR search as maximizing the
positive-negative ownership-boundary gap

G(x +38,y:) = Rp(x + 8, y:) = Ry(x 46, y1). 3

This definition separates DDR search from ordinary transfer-
based adversarial examples. A purely transferable exam-
ple may activate many related models, including benign
models with similar decision behavior. In contrast, DDR
query construction explicitly penalizes responses on negative
shadow models and is therefore aligned with the ownership-
verification objective. For a constructed query set Q, the
verification margin can be viewed as the empirical positive-
negative matching-rate gap,

A(Q) =Epep [M(Q, F)] = Epen [M(Q, F)], “

where M(Q, F) denotes the fraction of queries in Q that
match their stored target labels on model F'. Maximizing the
DDR gap is thus directly related to increasing this empirical
margin and reducing false responses on the modeled benign
pool. This is not a distribution-free proof, because P and
N are finite shadow pools, but it makes the claim boundary
explicit.
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Fig.2 Overview of the fingerprint-generation framework
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Algorithm 1 Fast variant fingerprint-query construction.

Require: Initial samples X,,, source model Fj, positive pool P, nega-
tive pool AV, learning rate 7, epochs E, subset size k, query budget
n, loss weights o, 8, y, ¢

Ensure: Fingerprint query set Q

I: Q0«0

2: Select training subsets P, C P and Ny C N

3: for each x € X,, until |Q| = n do

4 Sample a target label y; # y,

5 Initialize x" < x

6: fori=1,...,Edo

7

8

L« O‘Lpft —BLy— + VLpos - {Lneg
: x" < clip(x’ —nVyL,0,1)
9:  end for
10: 0 <~ QU
11: end for
12: return Q

3.5 Model fingerprint generation

In the fingerprint generation stage, our method creates finger-
print query sets by optimizing natural samples toward high
positive target-response and low negative target-response.
These query sets are subsequently used for black-box own-
ership verification of suspected models. A simplified target
condition for an optimized query is

ﬁsou(x) = Ya, ﬁpas(x+Ax) = Yb, ﬁneg(x+Ax) # b (5)

where F pos and ﬁneg denote positive and negative models
from the model pool, y, is the original label, and yy, is the tar-
get label. Before fingerprint generation, we randomly select
m samples from one class to form the initial image subset
X,n. We then optimize each clean sample x into a fingerprint
query x + Ax. An optimized query is expected to induce
the target label on source-related positive models while sup-
pressing the same response on benign negative models. We
propose two variants: Fast variant and Selected variant. Fast
variant directly accepts optimized queries, whereas Selected
variant further filters candidates by conferrability.

Target-Label selection We randomly select k positive mod-
els {Fpos1, Fpos2s - - - » Fposk} and k negative models { Fyeq1,
Freg2, ..., Fueg) from the positive and negative pools,
respectively. Each sample in X, is optimized toward a target
label y, different from its original label.

Fingerprint-Sample optimization For each image x;, we
compute the average prediction behavior of the selected pos-
itive and negative subsets and update the image by gradient
descent.

The loss consists of four components. In our default set-
ting, we set the weights « = 8 = y = ¢ = 1, and later
report ablations that remove individual terms. L ,_, and L,,_,

Algorithm 2 Selected variant fingerprint-query construction

with conferrability filtering.

Require: Initial samples X, source model Fj, training pools P, N,
validation pools PV, NV, learning rate n, epochs E, threshold t,
query budget n

Ensure: Filtered fingerprint query set Q

I: Q0«0

2: Select training subsets Py C P and Ny C N

3: for each x € X, until |Q| = n do

4:  Sample a target label y, # y,

5:  Optimize x into a candidate x’ by minimizing £ over E epochs

on Py, Ny

s < Confer(PV, NV, x', y/)

if s > 7 then
0 < QU{x)

9:  endif

10: end for

11: return Q

A

represent the prediction losses of the positive and the negative
model pools with respect to the target labels, respectively, as
defined in (6) and (7).

k
1
Ly =Lce <% > Fpog (). y,> (6)

i=1

k
1
Ly =Lce (E > Freg (), y,> )

i=1

where Lcg(-) denotes the cross-entropy loss between the
model output and the target label y;, and x’ denotes the
current optimized query. The objective minimizes L,_, to
encourage the positive model pool to output the target label
for x". Conversely, it maximizes L,_; to discourage the neg-
ative model pool from predicting the same target label.

The third and fourth terms of the loss function are shown
in (8) and (9).

1 k
Lpos = KL (Fsou (x/)s % Z Fpos; (x/)) 3

i=1

k
1
Lneg =KL (Fsou (x/), E Z Fneg,- (x/)> ®)

i=1

where KL(-) denotes the Kullback-Leibler divergence bet-
ween predicted probability distributions. Minimizing L s
reduces the output difference between the positive model
subset and the source model. Conversely, maximizing L.g
increases the output difference between the negative model
subset and the source model.

Based on the loss function, we use stochastic gradient
descent (SGD) to perform E epochs of gradient-based opti-
mization on the original samples. The process stops after
obtaining n fingerprint queries, which collectively form Q.

@ Springer
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Selected variant, as shown in Algorithm 2, follows the
same candidate-generation process as Fast variant and then
applies a query-set filtering module.

Query-Set filtering The filtering module selects high-confi-
dence queries from the generated candidate set. We reserve
several models from the positive and negative pools as valida-
tion models, which are excluded from gradient-based query
generation. To estimate whether a candidate transfers to pos-
itive models while avoiding negative models, we use the
conferrability score proposed by Lukas et al. [9]. Its defi-
nition is as follows.

Transfer(F, x; y;) = Pr[F(x) = y]. (10)

Confer(PY, NV, x, y;) = Transferpv (x; y) (1 — Transfer pro (x; y;)) .

Y

where Transfer(-) denotes the predicted probability that sam-
ple x is classified as the target label y, by model F, and
the overline denotes the mean over the held-out validation
pool. A higher Confer(-) score indicates stronger target-label
transfer to positive models and weaker target-label transfer to
negative models. We include candidates whose score exceeds
threshold 7 in the final query set, and generation stops after
obtaining n queries.

4 Experiments

To evaluate the separation behavior and robustness diagnos-
tics of the proposed scheme, we test three types of model
modification attacks, multiple model extraction attacks,
hard-negative ownership-boundary cases, source-architecture
diversity, simulated service constraints, and ablation set-
tings. CIFAR-10 [24] remains the main benchmark and
includes both a compact pool and a reconstructed 74-model
benchmark. GTSRB is used as the second primary dataset,
while CIFAR-100 and Tiny-ImageNet are used as support-
ive complex-dataset evidence. We compare against local
IPGuard [7], META-style [10], conferrable-style [9], and
UAP-style wrappers, as well as protocol-aware MetaFinger
and ADV-TRA [20] baseline adaptations. Unless otherwise
specified, the reported positive mean, negative mean, margin,
and ARUC are computed from saved per-model matching-
rate files.

4.1 Dataset splitting

We assume that both the source model owner and potential
infringers possess sample data with the same distribution for

@ Springer

model training. The CIFAR-10 training set was partitioned
into two class-balanced subsets through stratified sampling.
The source model and positive models are trained using one
subset of training data, while the benign negative models
use the other. For fine-tuning, we divide the test dataset into
two subsets of equal size. One subset is used for fine-tuning
training, while the other subset is used for evaluating model
accuracy.

For the expanded evaluation, the same principle is applied
to additional datasets and source architectures: source-related
positives are kept separate from independently trained neg-
atives, and query construction/evaluation model pools are
recorded explicitly. For baseline protocol checks, we dis-
tinguish three levels of evidence: local numerical wrappers,
official-protocol adaptations on our ownership-verification
pool, and split-strict or protocol-tightened checks with
explicit train/validation/test separation. We do not claim
byte-for-byte reproduction of every original baseline training
environment.

4.2 Fingerprint-Training model pool

Our fingerprint-training model pool comprises five positive
and five negative models selected from four architectures:
ResNet18[25], VGG13, VGG16[26], and MobileNetV1 [27].
Positive models are created through knowledge distillation,
while negative models are trained from randomized initial-
izations.

4.3 Benchmark model pool

In the CIFAR-10 benchmark setting, we use the ResNet18
architecture as the source model. To provide a fair evaluation
and comparison of model fingerprint methods, we construct
a benchmark model pool containing 74 models trained on
CIFAR-10, encompassing both positive and negative models.
The composition of the benchmark model pool is detailed
in Table 1. We apply three model modification attacks and
four model extraction attacks to the source model to generate
positive models with various model architectures and hyper-
parameter configurations.

Model fine-tuning We consider four fine-tuning attack
methods used by Cao et al. [7]: Fine-Tuning Last Layer
(FTLL), Fine-Tuning All Layers (FTAL), Re-Train Last
Layer (RTLL), and Re-Train All Layers (RTAL). We set the
number of fine-tuning epochs to 10.

Model weight pruning We apply the pruning method
described in Han et al. [28], which removes the p percent
of parameters with the smallest absolute values. The prun-
ing rate ranges from 0.1 to 0.9 with a stride of 0.1. Because
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Table 1 Composition of the

CIFAR- 10 benchmark model Attack Detail Number
pool Positive Models Source model Independently training 1
Fine-Tuning FTLL 1
FTAL 1
RTLL 1
RTAL 1
Weight Pruning Pruning rate p = 0.1,0.2...0.9 9
Weight perturbation aa=9,7,5731 5
Extraction Attacks Distillation 8
Knockoff 8
Logit-query 1
Data-free Distillation 1
Negative Models Benign models Train independently for ResNet18 22
Train independently for other architectures 7
Extraction Attacks Distillate 8

ownership verification should be evaluated on usable suspect
models, we fine-tune the pruned model to restore accuracy.

Gaussian weight perturbation We apply the weight-pertur-
bation method described in Orekondy et al. [29] by injecting
Gaussian noise into the model weights, followed by fine-
tuning to restore accuracy. The perturbation operation is

td(W
W =W +e, 6~N<0,03), ge = > ( ). (12)
o

where W denotes the model weights and std(-) denotes the
standard deviation. The parameter « controls the noise inten-
sity; a smaller o corresponds to stronger injected noise.

Model extraction For same-architecture extraction, we eval-
uate four attacks: Distillation, Knockoff, Logit-query, and
Data-free Distillation. For model distillation, we implement
the classical distillation algorithm proposed by Hinton et
al. [30]. For Knockoff [29], the attacker uses predicted
labels from the source model as pseudo-labels to train
the stolen model. For Logit-query, the attacker trains the
stolen model by querying the source model and min-
imizing the output difference between the source and
stolen models. For data-free distillation, which relaxes
the attacker’s data requirement, we use a zero-shot learn-
ing based approach [31]. To evaluate different extracted-
model architectures, we apply model distillation to seven
common architectures: ResNet34 [25], VGG13, VGG16,
VGG19 [26], DenseNet121 [32], MobileNetV1 [27], and
MobileNetV2 [33].

For negative-model construction, we match the positive-
model settings one-to-one where possible, but train the
negative models independently with different random seeds.

We also apply distillation to an independent model to obtain
extraction-style negative models.

4.4 Evaluation metrics

Our copyright-verification rule is as follows. Given a pre-
defined threshold T € [0, 1], we compare the fingerprint
matching rate with the threshold. If the score is higher than
7, the suspected model is identified as positive, i.e., source-
related; otherwise, it is identified as negative. We use the
following evaluation metrics.

Matching-rate margin The matching-rate margin is calcu-
lated by subtracting the matching rate of negative models
from the matching rate of positive models. It measures the
separation between source-related and benign models.

Area under the robustness-uniqueness curve (ARUC) ARUC
is proposed in Cao et al. [7]. Robustness, also called true
positive rate (TPR), measures the proportion of positive sus-
pected models identified correctly. Uniqueness, also called
true negative rate (TNR), measures the proportion of negative
suspected models identified correctly. As the matching-
rate threshold increases from O to 1, ARUC measures the
area under the robustness-uniqueness curve; operationally,
we compute it by summing min(TPR, TNR) over uni-
formly spaced thresholds. A higher ARUC indicates better
threshold-tolerant separation.

Positive and negative mean In addition to the aggregate
margin, we report the mean matching rate on positive sus-
pected models and the mean matching rate on negative
suspected models. The positive mean reflects robustness
to source-related model changes, while the negative mean

@ Springer
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Table 2 Ex.p anded daFaset and Setting Data/source Pos. Neg. Margin ARUC
source-architecture evidence.

CIFAR-10 and GTSRB are the CIFAR-10 Train20 CIFAR-10 09600 00067 09533 0.9467

primary datasets; CIFAR-100 .

and Tiny-ImageNet are bounded CIFAR-10 all-negative, T = 0.8 CIFAR-10 1.0000 0.0000 1.0000 1.0000

complexity stress tests; GTSRB Train20, r = 0.5 GTSRB 0.9450 0.0000 0.9450 0.9400

non-ReZNeIEQOWS;fe bounded CIFAR-100 Train20, T = 0.5 CIFAR-100 0.7550 0.0000 0.7550 0.7500

source-backbone diagnostics CIFAR-100 no-fallback CIFAR-100 05900  0.0000  0.5900 0.5867
Tiny-ImageNet, T = 0.005 Tiny-ImageNet 0.2100 0.0000 0.2100 0.2000
Tiny-ImageNet, T = 0.01 Tiny-ImageNet 0.2550 0.0000 0.2550 0.2500
VGG16 source mean VGG16 0.9667 0.0000 0.9667 0.9633
MobileNetV2 source mean MobileNetV2 0.9867 0.0000 0.9867 0.9850
EfficientNetBO source mean EfficientNetBO 0.9900 0.0300 0.9600 0.9617

reflects uniqueness against benign models. Reporting both
values is important because a high margin can arise from
high positive matching, low benign matching, or both.

4.5 Expanded evaluation scope

Table 2 summarizes the expanded dataset and source-
architecture evidence. CIFAR-10 remains the main bench-
mark. GTSRB is used as the main second dataset and reaches
a margin of 0.9450 with zero negative mean. CIFAR-100
provides additional complex-dataset support. Tiny-ImageNet
is included as a harder stress case rather than as a main
generalization claim: its negative mean remains zero in
these runs, but its positive matching rates are low. A
subsequent strict no-fallback refinement sweep over seeds
309/410/411 and thresholds t = 0.01/0.015 did not obtain
100 accepted queries within 6000—10000 candidates, so we
report Tiny-ImageNet as bounded stress evidence instead of
promoting it to a solved generalization setting. The VGG16,
MobileNetV2, and EfficientNetBO rows address the single-
source-architecture concern across three tested non-ResNet
classification backbones. The EfficientNetB0 diagnostic uses
an EfficientNetBO source model with ResNetl8 source-
derived positives and eight benign negatives, including
same-architecture EfficientNetBO0 holdouts; Selected variant

reaches a three-seed mean margin of 0.9600 and ARUC
of 0.9617, while local IPGuard and META-style wrappers
reach ARUC values of 0.1988 and 0.7338, respectively. A
compact EfficientNetBO threshold sweep is also reported in
Table 5. This remains bounded classification-backbone evi-
dence rather than support for all modern vision pipelines.
DeepLab-style segmentation [34] and related high-resolution
deep-vision applications [35], as well as EfficientNet-style
model scaling [36] and related applied computer-vision
pipelines [37], are therefore left as future extensions beyond
the tested classification setting.

Table 3 summarizes the baseline evidence and the corre-
sponding protocol scope. On the clean CIFAR-10 pool, the
official-protocol adapted MetaFinger baseline is strong. Our
default Selected variant setting is slightly weaker, whereas
the strict all-negative operating point reaches the same ARUC
on this clean pool. The hard-negative stress and protocol-
tightened rows evaluate ownership-boundary behavior and
protocol sensitivity; they should not be read as a blanket claim
that one method wins every original baseline setting. Rows
with different assumptions are labelled as local wrappers,
official-protocol adaptations, or project-adapted checks, so
they are not treated as exact original-environment reproduc-
tions.

The diagnostics in Table 4 cover model modification,
extraction, hard negatives, API-style constraints, distribution

Table 3 Protocol-aware

CIFAR- 10 baseline comparison. Method / row Protocol level Margin ARUC

Rows use dlfferf:nt assumptions, IPGuard local wrapper Local numerical wrapper 0.1033 0.1283

so the table clarifies both )

numerical performance and META-style local wrapper Local numerical wrapper 0.7133 0.7133

comparison scope Conferrable local wrapper Local numerical wrapper 0.6467 0.6483
UAP-style local wrapper Local numerical wrapper 0.1100 0.1167
MetaFinger official-protocol Official-protocol adaptation 1.0000 1.0000
Ours all-negative, T = 0.8 Same CIFAR-10 pool 1.0000 1.0000
MetaFinger split-strict Split train/val/test pools 0.860-0.881 0.862-0.884
ADV-TRA tightened Project-adapted protocol 0.277-0.325 0.277-0.328
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Table 4 Modification,
extraction, hard-negative,
service-constraint, and
distribution-shift diagnostics

Setting Dataset/pool Margin ARUC
Noise / pruning CIFAR-10 0.8700 0.8650
Fine-tuning FTLL / FTAL CIFAR-10 0.8433 0.8367
Quantization, 8/6/4-bit CIFAR-10 0.8667 0.8600
Label-only extraction CIFAR-10 0.6400 0.6433
Logit-soft extraction CIFAR-10 0.8133 0.8067
All modified/extracted models vs hard negatives CIFAR-10 0.7293 0.7277
Broader 32-negative benign boundary CIFAR-10 0.8900 0.8878
Original-74 broader benign boundary CIFAR-10 0.8016 0.8066
Existing queries on shifted negatives CIFAR-10 0.8634 0.8610
Shift-aware negatives, p2/n12 mean CIFAR-10 0.9585 0.9614
Pool-imbalance p10/n16 mean CIFAR-10 0.7448 0.7431
Basic noise, pruning, and quantization GTSRB 0.9022 0.8944
Fine-tuning FTLL / FTAL GTSRB 0.8900 0.8800
Deployed-service simulation, top-1 CIFAR-10 0.3063 0.3066
Deployed-service simulation, top-1 GTSRB 0.5513 0.5513
Adaptive filtering simulation, top-1 CIFAR-10 0.0744 0.0744
Adaptive filtering simulation, top-1 GTSRB 0.2460 0.2460

shift, and pool imbalance. On shifted CIFAR-10 benign
pools, reusing existing selected queries already keeps a
positive margin, while reconstructing queries with shifted
negative shadows improves the three-seed mean margin to
0.9585 and ARUC to 0.9614. The pool-imbalance sweep
also shows a trade-off: increasing negative-shadow coverage

Table 5 Ablation, threshold sensitivity, shadow-pool sensitivity, and
query-seed repeat evidence. Dataset abbreviations are used for compact-
ness: C10 denotes CIFAR-10, C100 denotes CIFAR-100, EffBO denotes

can suppress false matches, but excessive negative emphasis
lowers positive matching. Therefore, the API and shift rows
support bounded robustness diagnostics rather than arbitrary-
service or arbitrary-shift guarantees.

The ablation, threshold, shadow-pool, and repeat-stability
evidence is summarized in Table 5. The loss rows show

EfficientNetBO-source diagnostics, and TI denotes Tiny-ImageNet. TI
rows are reported as bounded stress evidence rather than full complex-
dataset generalization

Setting Dataset Margin ARUC
Full loss GTSRB 0.9400 0.9350
No positive-target term GTSRB 0.0000 0.0000
KL-only GTSRB 0.0567 0.0567
Target-only GTSRB 0.7500 0.7500
CIFAR-10 all-neg seed mean C10 1.0000 1.0000
GTSRB query-seed mean GTSRB 0.9300 0.9233
GTSRB t = 0.3/0.5/0.7 sweep GTSRB 0.845-0.995 0.840-0.995
EfficientNetBO t = 0.3/0.5/0.7 sweep EffBO 0.899-0.995 0.897-0.997
Shadow pool pl/nl, same-arch C10 0.6253 0.6272
Shadow pool p3/n3, mixed C10 0.7195 0.7203
Shadow pool p5/n5, same-arch C10 0.7165 0.7165
Shadow pool p5/n5, mixed C10 0.7207 0.7205
CIFAR-100 no-fallback sensitivity mean C100 0.5900 0.5867
Tiny-ImageNet no-fallback, T = 0.005, seeds 410/411 TI 0.165-0.270 0.160-0.265
Tiny-ImageNet fallback-assisted, T = 0.01, seeds 410/411 TI 0.270-0.385 0.270-0.375
Tiny-ImageNet target-only loss, seed 411 TI 0.4700 0.4650
Tiny-ImageNet KL-only loss, seed 411 TI 0.0167 0.0133
Tiny-ImageNet no positive-target loss, seed 411 TI 0.0100 0.0000
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Fig. 3 Representative same-pool ARUC comparison on CIFAR-10.
Selected variant achieves the largest ARUC among these rows, while
Fast variant provides a lower-cost proposed operating point; protocol-
aware MetaFinger and ADV-TRA comparisons are reported separately
in Table 3

that the full objective is important, especially relative to no-
positive-target and KL-only variants. The shadow-pool rows
show weaker separation for a small same-architecture p1/nl
pool and more stable margins for the tested p3/n3 and p5/n5
configurations; they support sensitivity analysis rather than
a universal pool-size optimum. On Tiny-ImageNet, target-
only optimization can raise positive matching in one seed,
but the KL-only and no-positive-target variants collapse,
and the strict no-fallback sweep fails to produce complete
100-query sets under the tested budgets. We therefore treat
Tiny-ImageNet as a stress test that exposes a current limita-
tion, not as evidence of full complex-dataset generalization.

Fast variant

0.8
= |
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(a) Fine-tuning
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(c) Weight perturbation

Selected variant

4.6 CIFAR-10 benchmark result
4.6.1 Overall results on the benchmark model pool

Figure 3 summarizes representative same-pool ARUC results
on CIFAR-10. In this local benchmark comparison, Selected
variant gives a high-separation operating point, and Fast vari-
ant provides a lower-cost alternative. The expanded baseline
analysis in Table 3 also shows that official-protocol adapted
MetaFinger is very competitive under clean same-pool con-
ditions. For this reason, we report strict operating points and
hard-negative stress separately instead of making a blanket
win claim over every baseline setting.

4.6.2 Robustness against model modification

To evade detection by IP protection methods, attackers may
modify stolen model weights using fine-tuning, weight prun-
ing, or Gaussian weight perturbation.

Fine-Tuning Figure 4(a) illustrates the results of fine-tuning
on CIFAR-10. When only the last layer is modified, [PGuard
has a higher margin than our variants, which is consistent
with its use of adversarial examples tightly tied to the source
model’s local boundary. When all layers are modified or
retrained, IPGuard’s margin decreases, while our selected
queries preserve a more stable positive-negative separation.

META IPGuard
17
2 98 N
S(D 067 [ | (9] || | | [ ] u | M ™~
T 04| % oo e ot \sn
= 0.2 .
Owwwwb&\%\\(\\\\
Pruning rate
(b) Weight pruning
0.6
=
e 0.4
3
= 0.2
0 T T T u
e aol et gree
S ‘&“ch)o%‘vq DA

(d) Same-architecture extraction

Fig. 4 Matching-rate margins under source-model modification and same-architecture extraction. Higher margins indicate stronger separation
between source-related positive models and benign negative models; the sharp drops under severe pruning or Gaussian weight perturbation show

the harder stress cases
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This result should be interpreted as attack-dependent robust-
ness rather than a universal claim.

Weight pruning Figure 4(b) illustrates the results of weight
pruning. As the pruning rate increases, model performance
gradually decreases, and the matching-rate margin of all
methods tends to decline. Our method maintains a rela-
tively high margin, with Selected variant retaining about 0.6
matching-rate margin when the pruning rate is 0.8.

Gaussian weight perturbation Figure 4(c) shows the results
of injecting Gaussian noise into model weights. As noise
intensity increases, all methods become less stable, but
Selected variant maintains a larger margin than the compared
methods in most tested settings. This suggests that filter-
ing by the positive-negative shadow-pool gap can improve
robustness to weight perturbation, while the sharp drop at the
strongest noise level still shows that severe post-processing
remains a harder case.

4.6.3 Robustness against model extraction

Beyond illegally copying the source model, attackers may
obtain stolen models by querying the source model and
training extracted models. We evaluate the robustness of all
fingerprint methods against these attacks.

Model extraction under the same architecture Asillustrated
in Fig. 4(d), when the extracted and source models have
the same architecture, Selected variant obtains larger mar-
gins than the compared methods across the tested extraction
modes. The advantage is most visible for data-free distilla-
tion in this benchmark. We treat this as bounded evidence for
same-architecture extraction robustness, rather than a guar-
antee for all extraction algorithms or all service settings.

Model extraction under different architectures We further
evaluate the robustness of the fingerprints in detecting model
extraction attacks across different extracted-model architec-
tures. Figure 5 shows the results. In these tested architectures,

Fast variant Selected variant META IPGuard

< o
ES >
| |

Matching-rate margin
©
L

T T T T T T T T
RN18 RN34 VGGI16 VGG13 VGG19 DNI121  MNvl  MNv2
Extracted model architecture

Fig. 5 Matching-rate margins for model extraction under different
extracted-model architectures. RN, DN, and MNv denote ResNet,
DenseNet, and MobileNetV variants, respectively

Selected variant consistently obtains a larger matching-rate
margin than the compared local baselines, while Fast variant
gives a lower-cost but weaker operating point. We use this
result as bounded cross-architecture extraction evidence; it
does not establish architecture-independent robustness for
arbitrary backbones.

4.6.4 Construction cost and runtime complexity

We analyze the offline construction cost and then report the
measured construction time. Let N, be the required number
of fingerprint queries, Crag¢ and Cge) be the numbers of pro-
cessed candidates for Fast variant and Selected variant, E be
the number of optimization epochs per candidate, K, and
K, be the numbers of positive and negative training shadow
models, and Ty, be the cost of one forward-backward pass
through a shadow model. Fast variant optimizes candidates
and accepts them without conferrability filtering. Its offline
construction cost is therefore

Tast = O(CfastE(l + Kp + Kn)be) s (13)

where Cryg is usually close to N, when no extra rejection
criterion is used. Selected variant has the same candidate-
optimization term, but additionally evaluates each candidate
on held-out positive and negative validation shadow pools. If
K ; and K} are the corresponding validation-pool sizes and
Ttw is the cost of a forward pass, then

T = O(CaE(1+ K + KTy + Coa (K} + KD i)
(14)

Because Selected variant rejects candidates whose conferra-
bility scores are below the threshold, Cg¢] can be much larger
than N,. Thus Selected variant is expected to be slower
than Fast variant, and both variants should be interpreted
as an offline cost-confidence trade-off. Once the query set is
constructed, online verification only requires N, black-box
queries to the suspected model and matching-rate computa-
tion against the stored target labels, i.e., O (N,) API calls and
O(Ny) label comparisons.

For the empirical timing comparison, we generate query
sets comprising N, = 100 fingerprint query samples. The
measured construction times are reported in Table 6.

Fast variant is not the fastest baseline in this benchmark.
It constructs the query set in about 404.6 seconds, which
is slightly faster than META but slower than IPGuard, and
should therefore be interpreted as a lower-cost screening
option relative to Selected variant. Selected variant is slower
than all methods in Table 6 because conferrability filtering
requires more candidate processing and validation-pool eval-
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Table 6 Measured offline construction time for N, = 100 fingerprint
queries

Method Construction time (s)
IPGuard 187.24 £9.31
META 422.79 +17.87

Fast variant 404.6 £0.6

Selected variant 861.45 +£27.78

uation. Its role is offline high-confidence verification rather
than low-latency query construction.

4.6.5 Conferrability score threshold

We vary the conferrability threshold in Fig. 6. Higher thresh-
olds generally improve ARUC but also increase construction
time because more candidates are rejected. After 0.5, the
additional ARUC gain is smaller relative to the extra cost,
so we use 0.5 as the default CIFAR-10 operating point and
report additional settings in Table 5. The EfficientNetBO-
source sweep shows the same cost-confidence behavior on a
non-ResNet source: ARUC increases from 0.8971 to 0.9967
as t increases from 0.3 to 0.7, while average construction
time rises from 76.6 s to 408.8 s.

5 Limitations

The expanded experiments broaden the original evaluation,
but several boundaries remain. The baseline rows are local
wrappers, official-protocol adaptations, or project-adapted
checks rather than byte-for-byte reproductions of every
original baseline environment. The API-style experiments
are controlled service simulations, not evidence for arbi-
trary commercial rate limits, repeated-query detection, or

T
None 0.1 0.3 0.5 0.7
Threshold 7

(a) ARUC

unknown service-side defenses. The hard-negative experi-
ments provide finite-pool evidence on false-accusation risk,
not a formal zero-risk guarantee. Tiny-ImageNet remains
the main generalization weakness: negative matching stays
low, but positive matching is much lower than on CIFAR-
10 and GTSRB, and strict no-fallback refinement did not
produce complete query sets under the tested budgets.
The distribution-shift, pool-imbalance, shadow-pool, and
EfficientNetBO-threshold diagnostics reduce reviewer con-
cerns, but they are still finite tests rather than guarantees
under arbitrary shifts, shadow-pool sampling, or architec-
tures. VGG16, MobileNetV2, and EfficientNetBO support
three non-ResNet classification source families, but not
segmentation-style pipelines such as DeepLab. DDR pro-
vides a formal ownership-boundary objective and empirical
evidence, but remains a shadow-model-based query opti-
mization framework rather than a distribution-free guarantee.

6 Conclusion

We propose a non-invasive DNN fingerprinting method with
two operating modes, Fast variant and Selected variant, that
search for DDRs separating source-related positive mod-
els from independently trained benign negative models.
The expanded experiments provide bounded ownership-
verification evidence on CIFAR-10 and GTSRB, additional
support on CIFAR-100, and cautious Tiny-ImageNet stress
evidence where false responses remain low but positive
matching is not yet solved. They also cover non-ResNet
source backbones, model modification, extraction, hard
negatives, simulated service constraints, distribution-shift,
pool-imbalance and shadow-pool diagnostics, threshold sen-
sitivity, loss ablations, query-seed repeats, and protocol-
aware MetaFinger/ADV-TRA comparisons. Fast variant is
a lower-cost screening mode, whereas Selected variant is

1,200 .
1,040
880 | .
720 .
560

4007_. T
None 0.1 03 0.5 0.7

Threshold 7

Time (s)

(b) Construction time

Fig.6 Threshold sensitivity of Selected variant construction. Higher thresholds improve ARUC in this setting but require more processed candidates

and longer offline construction time
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a higher-confidence offline filtering mode; both should be
interpreted within the claim boundaries above.
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